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TOPIC: VIRUS AND ANTI-VIRUS 

INTRODUCTION 
 

nformation Technology has changed our society to a great deal. There are a group of 
software developers 

that support its growth by contributing 

in positive ways. They develop tools and 

applications to help us work better. On the other 

hand, there are a group of software developers 
that contribute in a destructive way by causing 

damage to the IT industry by designing and 

spreading of destructive programs. 

Some destructive programs: 
1. Computer Virus: A computer virus is a destructive software program. All computer viruses 

are man made. These can spread from one computer to another through 
disks,networks,email links etc. A computer virus may corrupt or delete data on a compuer. 
Some viruses remain active even when we shut down the computer while some become 
active only when the infected program or application is executed. Once a virus is active, it 
loads onto the computer’s memory and is saved there. It then replicates in our hard drive or 
applications or system files on the disks we use. 

Symptoms of a computer virus 
 The computer runs slower than usual. 

 The computer stops responding or it locks up frequently. 

 The computer crashes and then it restarts every few minutes. 

 Applications on the computer do not work correctly. 

 Disk drives are inaccessible. 

 You see unusual error messages. 

 You cannot print items correctly. 

 New icons appear on the desktop. 

 A program disappears from the computer even though you did not intentionally remove the 
program, etc. 

Types of computer viruses 
Depending upon the infection method some of the viruses are: 

 

 
 Boot Sector Virus 

 Program virus 

 Macro computer virus 

 Multipartite virus 

 Polymorphic virus 
 

2. Worms 

Computer worms are destructive soft ware programs designed to spread through computer networks. 
Anyone can install the worm inadvertently by opening an email attachment or message that contains 
executable scripts. 

A virus is dependent upon the host file or boot sector and transfer of files between computers to spread. 
On the other hand, a computer worm can execute independently and spread on its own through network 
connections. They replicate themselves from system to system without the use of a host file and can lead to 
negative effects on your system. Unlike computer virus, worms do not corrupt files and folders. 

Computer worms easily penetrate most firewalls and other security measures. Due to their high replication rate, 
worms consume a large part of the system memory and network bandwidth. This in turn leads to a significant 
slowdown in the speed of web servers, network servers and individual computer. 

Some common worms are – Sasser worm, Blaster worm and the Conficker worm. 
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3. Trojan Horses 

Trojan horses are harmful programs that unlike virus do not reproduce by infecting other files, nor do they 
self-replicate like worms. They claim to be something desirable. Trojan horses contain malicious code. The 
code when triggered causes loss or even theft of data. Trojan horse spreads when we open an email 
attachment or download and run a file from the Internet. 

 

The name of the virus comes from Greek mythology. It is based on the Trojan War where the Greeks fooled the 
Trojan by presenting a horse (wooden) as a gesture of goodwill. But this horse actually brought the downfall of 
Troy. 
Similarly, the code pretends to be friendly but actually the harmful code present inside is apparently harmless 
programming. It acts in such a way that it can get control and do its chosen form of damage, such as ruining 
the file allocation table on your hard disk. Vundo is a very common example of Trojan horse. 

1. Logic Bombs 

A logic bomb is a destructive program which lies dormant until a specific piece of program logic is activated. 
They are different from viruses as they do not replicate. They are not even programs in their own right 
but rather camouflaged segments of other programs. 

In some ways, a logic bomb is the most civilised programmed threat, because a logic bomb must be targeted 
against a specific victim. Their objective is to destroy data on the computer once certain conditions have been 
met. 

2. Spyware 

Spyware is a software that secretly gathers information about a person or an organisation without their 
knowledge. It passes on this information to advertisers or third parties. Spyware can be installed when a user 
downloads something from the internet or clicks on something leading to a pop-up window opening up. It 
uses a lot of the computer memory and in turn, makes it slow. It also steals the personal information of the 
user and sends it to its source. 

Adware and tracking cookies are examples of spyware. 

Protection Against Computer Viruses 

Using an Anti-virus Software 
 

nti-virus software is used to prevent, 

detect, and remove destructive programs 

including computer viruses, worms and 

Trojan horses. To help prevent the most current virus, you 

must update your anti virus software regularly. You can set 

up most 

types of anti-virus software to update automatically. These software programs can also be set to automatically 

scan diskettes when inserted into the disk drive, scan files when downloaded from the internet, or scan 

emails when received. The advent of anti-virus programs brought an end to many common types of 

computer virus which were written by the various tools.Some anti- virus software can be availed for free and 

some have to be bought. 

Independent testing on all the major virus scanners consistently shows that none of them provides 100 percent 

virus detection.Some of the famous anti- virus software are Norton, McAfee Virus Scan, Panda, PC Tools, Quick 

Heal etc. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

WORKSHEET 

1) Fill in the blanks: 
i) Once a virus is active, it loads onto the computer’s 

..............and is saved there. 

ii) The name .............comes from the Greek mythology. 

iii) ...............is a software that secretly gathers information about a person or an 

organisation. 

iv) .............lies dormant until a specific piece of program logic is activated...................is a 

software used to prevent, detect and remove destructive programs. 
2) State true or false: 

i) You cannot update anti-virus software once installed. 

ii) Trojan horses are harmless programs. 

iii) Vundo is the example of spyware. 

iv) Blaster is a virus. 

v) A computer virus is a constructive software program. 

3) Answer the following questions: 
i) What do you mean by an Anti-virus ? 

ii) What is the difference between a virus and a computer worm? 

  

 

 

 



PROJECT 

Prepare a list of the latest virus and the anti-virus 

software available on the internet. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

TOPIC: TROUBLESHOOTING 

INTRODUCTION 
 

As wonderful as computers can be, at times they can also be incredibly troublesome. Sometimes, it is worth 
having a look to see if you can solve simple PC problems yourself before calling a technician. In this chapter , 
you will learn about a few simple tips on how you can avoid some of the most common problems that you face 
while working on computers. 

Computer Troubleshooting 
 

roubleshooting is 
the identification of 
trouble in a system 
caused by a failure 

of some kind. The problem is 
initially described as symptoms of 
malfunction and troubleshooting is 
the process of determining the 
cause of these symptoms. We can 
also say that troubleshooting is a 
process of identifying a computer 
problem so that it can be fixed. 

Some people use their instincts while others use advice from experts to get an idea about the different types of 
troubleshooting. A few common steps are then followed to find out the problem in the computer. We can try 
these steps whenever we come across any problem in our computer. 
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Importance of computer maintenance 

It is important to take proper care of your computer for the following reasons: 
 

 It will increase the speed and the life of your PC. 

 It prevents errors. 

 It secures your data and information from any unwanted damages. 

 Lastly it saves your precious time. 

Areas to Troubleshoot 
There are three areas to troubleshoot. 

1) Hardware 

2) Software 

3) Operating system 

Hardware 
Computer hardware is the physical part of a computer and it is not frequently changed or updated. Most 
computer hardware is in-built and can not be seen by normal users. There are a large number of the computer 
hardware devices including hard disk, CD-ROM,RAM, motherboard, monitor, printer and other peripheral 
devices. In order to identify the problem with your system hardware, you need to identify the type of the 
hardware first. 

Some of the basic hardware problems that you may face are: 
 

 Power failure in the computer. 

 Device problem like keyboard, mouse and printer not being recognised. 

Software 
Computer software can be any program file or an application running on the computer. The software 
problem could be of any form such as unexplained crashes or strange error messages. Before calling up a 
software expert, you need to identify the problem. 

Some of the basic software problems that you may face are: 
 

 You are unable to install a program. 

 Program or utility does not load. It has an error when you attempt to load it. 

 The system crashes when you are working with a specific software. 

Operating system 
Probably the most frustrating problem computer users run into are startup problems where your 
computer fails to boot up properly. 
Some of the commonly faced problems involving the operating system of a computer are: 

 Windows restarts without warning. 

 Windows stops responding. 

 Windows file do not boot. 

 Windows starts in a safe mode. 

 Windows slows down. 

Some Common Problems And Their Troubleshooting 
 The computer locks up. 

 Error messages displayed on the monitor. 

 The computer is completely dead with no power supply. 

 The mouse and keyboard does not work. 

 The computer displays a disk error or non-system disk message. 

 The computer starts up in safe mode. 

 The printer does not work. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 WORKSHEET 

1) Fill in the blanks: 

 

i) The .............. is the identification of trouble in a system caused by a failure of some kind. 

ii) Computer maintenance.......... your data and information from any unwanted damages. 

iii) Most computer hardware is ........... and can not be seen by normal users. 

iv) Before calling up a software............ you need to identify the problem. 

v) The computer ................... a disk error or non-system disk message. 

2) State true or false: 

i) Power failure in the computer is a software problem. 

ii) Computer maintenance prevents errors. 

iii) There are two areas to troubleshoot. 

iv) Computer maintenance saves our precious time. 

3) Answer the following questions: 

i) What is troubleshooting ? Name different areas of troubleshooting. 

ii) Write about two types of hardware problems you often come across. 

iii) Why is good maintenance important for a computer? 

iv) Write about two commonly faced problems related to the operating system that you might 

have also faced. 

 

 



 

PROJECT 

1. Prepare a list of the day-to-day troubles that you 
encounter during your lab classes. 

2. Tvisha’s hardware devices are attached to her computer. 
But some of them are still not working. Can you suggest 
where all she should check to see that devices are connected 
properly. 
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